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Security Challenges

Challenges Reasons

 Hacker needs to understand one 

vulnerability; defender needs to secure all 

entry points

 Hackers outnumber defenders

 Hackers have unlimited time

 Secure systems become harder to use

 Complex and strong passwords are 

difficult to remember

 Users prefer simple passwords

 Developers and management think that 

security does not add any business value

 Managers do not build time for security 

implementation into the schedule

Hackers

Defenders

vs.

Security

vs.

Usability

Security as an 

Afterthought

Do I need 

security

…



Why Security in the Design Phase?

• Saves you Money later

• If the design is not secure, the application cannot 

be secure

• A secure design is the starting point for all 

security in the application



Design

1 X

Development

Static 
Analysis

6.5X

Testing

Integration 
Testing

System/Acceptance
Testing

15X

Deployment

Customers
In the Field

100X

Why Security in the Design Phase?

Delivering quality applications to the market has 

to become a mandatory requirement … the cost 

of fixing defects after deployment is almost 

fifteen times greater than detecting and 

eliminating them during development.  

Source  IDC and IBM Systems Sciences Institute



SECURITY-DESIGN PRINCIPLES



Common Secure-Design Principles

• Economy of Mechanism

• Fail-Safe defaults

(Saltzer and Schroeder 1975)



Fail-Safe defaults

DWORD dwRet = IsAccessAllowed(…);

If (dwRet == ERROR_ACCESS_DENIED) {

// Security check failed

// Inform user that access

denied

} else {

// Security check OK

// Perform Task

}



Fail-Safe defaults

DWORD dwRet = IsAccessAllowed(…);

If (dwRet == NO_ERROR) {

// Security check OK

// Perform Task

} else {

// Security check failed

// Inform user that access

denied

}



Common Secure-Design Principles

• Economy of Mechanism

• Fail-Safe defaults

• Complete Mediation

• Open Design

• Separation of Privilege

• Least Privilege

(Saltzer and Schroeder 1975)



Least Privilege

• Use Least Privilege (to build, test and run)

– You will make mistakes

– Malicious code executing in a highly-privileged process runs with 

extra privileges

– New user accounts must be low privilege and need strong 

passwords 

• Elevate as necessary

– RunAs, 

– Fast User Switching

– Terminal Services / Remote Desktop

• Add Granular Permissions



Least Privilege

(Howard and Lipner 2006)
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Common Secure-Design Principles

• Economy of Mechanism

• Fail-Safe defaults

• Complete Mediation

• Open Design

• Separation of Privilege

• Least Privilege

• Least Common Mechanism

(Saltzer and Schroeder 1975)



• A component which is “Part of multiple products, with 
multiple version floating around.” – SLipner
– Eg; redistributable components (MSXML, MSDE etc.)

• Problems with giblets
– A single bug spreads has a domino effect

• Multiple products affected

• Testing explodes

– Servicing model
• Team may not exist to service the code

• Not a clear ship vehicle

Beware of ‘Giblets’

Understand your giblets!



Common Secure-Design Principles

• Economy of Mechanism

• Fail-Safe defaults

• Complete Mediation

• Open Design

• Separation of Privilege

• Least Privilege

• Least Common Mechanism

• Psychological Acceptability

(Saltzer and Schroeder 1975)



Usability

• The user will not read documentation

• Talk to users to determine their security requirements

• Realize that user's aren't always right

• Users are lazy

(Viega and McGraw 2002)



Security vs. Usability

• All features must be usable

– Especially challenging for security

• If the feature is not user-friendly it will not be used

– If it is not used, why have it?

• Poor usability increases chances of mistakes by users

– Example – worms that rely on user error

– Makes it easier to attack level 8 of the OSI model



ATTACK SURFACE

ANALYSIS/REDUCTION



Attack Surface Analysis/Reduction

• Reducing the amount of code that executes by 

default

• Restricting the scope of who can access the code

• Restricting the scope of which identities can access 

code

• Reducing the privilege of the code



Accessibility Increases Attack Surface



Attack Points under Windows

• Open sockets 

• Open RPC endpoints 

• Open named pipes 

• Services 

• Services running by default 

• Services running as SYSTEM 

• Active Web handlers (ASP files, HTR files, and 
so on) 

• Active ISAPI Filters 

• Dynamic Web pages (ASP and such) 



Attack Points under Windows

• Dynamic Web pages (ASP and such) 

• Executable virtual directories 

• Enabled Accounts 

• Enabled Accounts in admin group 

• Null Sessions to pipes and shares 

• Guest account enabled 

• Weak ACLs in the file system 

• Weak ACLs in Registry 

• Weak ACLs on shares 



Attack Surface Reduction Ideas

Service: Autostart 

SYSTEM 

TCP/UDP

TCP/UDP

TCP/UDP



Attack Surface Reduction Ideas

Turn off less-used ports

Service: Autostart 

SYSTEM 

TCP/UDP

TCP/UDP

TCP/UDP



Attack Surface Reduction Ideas

Turn off UDP connections

Service: Autostart 

SYSTEM 

TCP/UDP



Attack Surface Reduction Ideas

Restrict requests

to subnet/IP range

Service: Autostart SYSTEM 

TCP only



Attack Surface Reduction Ideas

Authenticate 

connections

Service: Autostart SYSTEM 

TCP only



Attack Surface Reduction Ideas

Lower privilege

Turn feature off

Service: Manual 

NetService 

TCP only



Attack Surface Reduction Ideas

Harden ACLs on 

data store

Service: Manual NetService 

TCP only

Everyone (Full Control)

Admin (Full Control)

Everyone (Read)

Service (RW)



LAYERED APPROACH



Layered approach 

• Perimeter Security

• Firewall

• VPN

• IDS 

(Intrusion Detection 

Systems)



Layered approach 

• Network 

• IDS

• Strong Authentication

• IPSEC

• SSL



Layered approach 

• Server Security

• Physical security

• Smart Card login

• IPSEC

• AD / GPO (Group Policies)

• Hardening Guidance

• Reduce Attack Surface

•AV 



Layered approach 

• Application Security

• Strong Authentication / 

Authorization

• Fail Securely 

• Error Messages 

• Least privileges

• Fault Injection Testing



Layered approach 

• Desktop / Laptop Security

• Reduce Attack surface

• Reduced Privileges

• Smart Card Login 

• Hardening guidance

• EFS

• AV 



Some More do Think About

• Living in an un-trusted world

– Assume external systems are insecure

– Known Vulnerabilities

– Privacy implications understood and documented

– Don’t Trust Input, Assume it’s All Evil 

• Learn From Mistakes (yours and theirs)

• Security Features ≠ Secure Features

• Use Managed Code

• “End-of-life” plans in place for features that will eventually 

be deprecated

• Be careful with error messages



Bad Error Message



DOCUMENTATION REFFLECTS

GOOD SECURITY PRACTICE



Why is it Important?

• Customers can be mislead into making insecure 

decisions.

• The ramifications of a bad documentation security 

bug (DSB) can be just as bad as a security issue in 

the code.

• We don’t want to lose customer trust!



Where can DSB occur?

• It can occur in various places

– UI of your application (Dialog Box)

– Manual / Help File / Read me / KB Article

– Samples Codes

– Video / Audio Recordings

– Etc.

• Look in places where there are text but don’t limit 

yourself to just text.

• DSB can occur in text / audio / video!!



Positioning of features

• Known Feature Limitations

• Unsafe Recommendations



DSB: Unsafe Recommendation



DSB: Unsafe Recommendations

Original Text



DSB: Unsafe Recommendations

Corrected Text

Promoting the use of SA account is promoting security flaw…



DSB: Unsafe Recommendation



Positioning of features

• Known Feature Limitations

• Unsafe Recommendations

• Locking Down Features



Lack of Information



Lack of Information

Outlook Example: Opening attachments



Lack of Information

Trigger (Weak) Advice \ Instruction

Consequences??Issue



Dealing with passwords



Dealing with passwords

User Impression

• Security Tab (It’s Secure!)

• Prevent unauthorized modification

Actuality

•A very very weak protection

•A simple flag in the document dictates 

if modification is allowed

•A quick investigation via Diff can 

bypass this protection.

Question

•How useful was the password?

•How will the user perceive this 

feature?



DSB: Sample Codes

• Sample codes are learned from.

• Sample codes are copied from.

• A flaw in a sample code can propagate to real 

products.



Sample Code

Internet Information Server Resource Kit

(Microsoft Press)
<html>

<head><title>Server Selection Page</title></head>

<body>

<a href=“http://www.example1.com/*www.example1.com/ 

<%=Request.QueryString() %>”>Try this Site 

www.example1.com</a><br>

<a href=“http://www.example1.com/*www.example2.com/ 

<%=Request.QueryString() %>”>Try this Site 

www.example2.com</a><br>

</body>

</html>

Cross Site Scripting Bug

Cross Site Scripting Bug



Sample Code

Internet Information Server Resource Kit 

(Microsoft Press)

<%

Set rs = Server.CreateObject(“ADODB.Recordset”)

Rs.Open “SELECT * FROM Authors”, “DSN=Pubs:UID=sa;PWD=“

„--- Loop through the recordset with MoveNext

Do Until rs.EOF

„--- Access record fields here

rs.MoveNext

Loop

Rs.Close

%>

You probably don’t need sa to query (read)

SA has no password…



How do Test?



Conclusion

• Documentation security bug can have dramatic 

impact on security.

• Security is only good as it’s weakest link.

• Don’t let your documentation be the cause of 

insecurity!



A Designer's Security Checklist

• Education in place for team

• Someone on team signed up to monitor BugTraq
(http://www.securityfocus.com/archive/1) and NTBugtraq
(http://www.securitytrap.org/ntbugtraq.html)

• Competitor’s vulnerabilities analyzed to determine if the issues 
exist in this product

• Past vulnerabilities in previous versions of product analyzed for 
root cause

• Application attack surface is as small as possible

• If creating new user accounts, they are low privilege and have 
strong passwords

• Safe-for-scripting ActiveX controls thoroughly reviewed

• Sample code reviewed for security issues. You must treat 
sample code as production code

http://www.securitytrap.org/ntbugtraq.html


A Designer's Security Checklist

• Default install is secure

• Threat models complete for design phase

• Product has layered defenses

• Security failures logged for later analysis

• Privacy implications understood and documented

• Plans in place to migrate appropriate code to managed code

• “End-of-life” plans in place for features that will eventually be 
deprecated

• Security response process in place

• Documentation reflects good security practice
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(Viega and McGraw 2002) Viega, John, and Gary McGraw. Building Secure 

Software. Addison-Wesley, 2002.

(Howard and Lipner 2006) Howard, Michael, and Steve Lipner. The Security 

Development LIFECYCLE. Redmond, WA: Microsoft Press, 2006.
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