Electronic Signaturesfor Legal Persons

Michael Sonntag

Electronic sgnatures are an important part of E-Commerce. Contracts can be concluded mostly in any
form, but to proof their existence and content before courts, evidence is needed. Electronic signatures
can produce this. However, they are currently only seen as signatures of natural persons. In E-Com-
merce it is also necessary for legal persons to sign documents, which can be done either directly or
through representation. Some approaches for this exist, which will be discussed, including their legal
consequences. A method will be described to allow legal personsto digitally sgn documents using repre-
sentation with full legal effects, based on a combination of a certificate of the represented person, a cer-
tificate of the representing person and an attribute certificate containing the authorization. This allows

fulfilling the requirements for multiple signatures for representation and creating chain authorizations.

1. Moativation

Since January 1 2000, the Audtrian signature law ([2], [26]) is in effect, which closaly follows the digital
sgnature directive of the European Union ([33], [25]). This dlows the use of eectronic sgnatures (for an
introduction to certificates and signing see [34], [15]), implemented as digital signatures based on certain
certificates, for signing contracts with full legal effect. An eectronic sgnature can be subdtituted for a
manua one, done by hand, in most cases ([16]; the EU directive excludes certain legd transactions:
e. g. last wills or public forms as notarizations [15], [23]). Thisis especidly important for eectronic com-

merce.

For concluding a contract, a sSignature is not needed (matching declarations of intention suffice in most
cases), but if adispute arises, evidence is needed. Thisis commonly a paper copy of the contract, but now
an eectronic document can be used in court with a predefined result. Therefore especialy Business-to-

Business E-Commerce can receive a boost through this.
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In everyday businessit is usud that not a natura person concludes a contract, but alega one (and a natu-
ral person acting on behaf of it). It istherefore important to ook at the following issues:

1. Can legd persons use signatures (e. g. for automatic sgning) or only natural persons with full lega
recognition? Can they possesstheir own certificates?

2. Should the signature of alegal person be a single signature or dways a combination with the signature
of anatura person (representation)?

3. How is the authority of a natural person to sign for a legal person encoded: In the certificate of the
natural person, the certificate of the legal person or an attribute certificate (see [6] chapter 3 and [37])?

These and other questions will be discussed in detail with their advantages and disadvantages and their
bassin the lega framework (European Union, using the Audtrian signature law as an example, which is
the first Sgnature law to implement the signature directive of the EU; Germany, both old and draft for

new signature law; four exemplary state laws from the USA) and in the context of corporate practices.

2. Certificatesfor legal persons

It took a long time until law recognized lega persons. The main problem with them is that they cannot
take action for themsdlves. There is aways the need for a natural person to act for them, athough the
results of them are ascribed to the legd person. The same is true even when the company acts through
machines. There is dways a natural person, who installed and set up the machine. However, usng com-
puters, this connection between actions and persons is much more remote, as even decisions can be made
automaticaly to alarge degree and the individua result might be unknown and rather hard to reconstruct
by hand. To give these results alega binding qudity it would be necessary to (electronicaly) sign them.
Currently such approaches exist in some aress of the public sector (e. g. automated notifications of pend-
tiesarelegdly valid if crested by eectronic data processing even without a manua signature), but they are
not available to companies. This could change with the introduction of dectronic sgnatures (in the form
of digital sgnatures), as these are put in the same category as manua signatures on paper. In this context
two questions are important: Can lega persons have their own certificate and are automatic signatures
ascribed to the person authorizing them or to the lega person itsdf (in this direction [11]; “corporate Sig-
natures’)?



21 EUdggnaturedirettive

In the directive asignatory is defined as “a person who holds a signature-creation device and acts either on
his own behdf or on behdf of the naturd or legal person or entity he represents.” ([33] Art. 2 Z 3).
Whether this includes a legal person as a signatory or not is unclear, but the wording suggest thet thisis
possible and no arguments contrary to this seem to be included either in the text or the considerations. In
my opinion it is possible, that lega persons can act as a sgnatory and therefore create advanced signa
tures. The other issue, whether a legd person can obtain a qualified certificate, has the same problem,
athough it ismore likely that legal persons are included as always only the generic term “person” is used.
It seems therefore reasonable that legd persons can possess their own certificate and produce binding
sgnatures. Important to note is, that an advanced signature is not required to be based on a qudified cer-
tificate. In contrast to this the specid legd consequences take place only, if the advanced signature is
based on a qudified certificate. However, asit isonly adirective, it cannot be directly applied and must be
implemented through individual laws by each country member of the EU.

22. AudrianSgnaturelaw

In the Austrian signature law a signatory is defined as “a natura person to whom the signature creation
data and the corresponding signature verification data have been alocated and who creates an eectronic
sgnature either on his own or on athird party's behalf, or a certification service provider who uses certifi-
cates to provide certification services'. Here it is obvious, that lega persons cannot legdly sign an dec-
tronic document. However, a (Smple or) quaified certificate seems to be possible asit is never referenced

that only natura persons can possess one.

Also, asingle example of thisisincluded, as certification service providers can have a certificate as alegd
person (the root certificate). Moreover, it has to be a qualified certificater A user certificate has to be
sgned by the certification services provider with a secure digital Sgnature, which is only possble if it is
based on a qudified certificate. The reason for this is, that the change of the employee of the provider
actualy respongble for signing the individua certificates would create large problems. The root certificate
would have to be revoked and a new one created and published, leading to an inflation of root certificates.
Userswould also have to congtantly update their list of root certificates. From thisit could aso be derived,
that legal persons can actudly sign with their own certificate (according to the directive but not to the
law). It would be paradox, if the provider can sign user certificates (avery high level of usage for a certifi-
cate), but could not sign other data. Thiswould be especidly problematic with timestamps, asthey are not



certificates according to the definition, but smple data (the current time and a digest of the user data),
which is signed to perpetuate legal recognition (repeated signatures) or provide evidence to use e. g. be-
fore court. However, the Austrian law (in contrast to the directive) restricts the use of certificates of serv-
ice providers to certification services (not only the certificate but aso the keys have to be different: [3] §
12 Abs. 1). Without this clause, they could therefore be used for signing documents.

From thisit can be concluded that the signature law does not fully implement the directive. Since this has
no effect at least until 19. July 2001 (time for implementation of the directive), currently lega persons
cannot create Sgnatures, athough they can acquire aqudified certificate.

2.3.  Germandgnaturelaw (Current)

According to the current German signature law ([17] Art. 3: SigG 8 2), a certificate is a confirmation of
the assignment of a public key to a natura person. It istherefore neither possible for alegd person to ac-
quire a certificate nor create a binding eectronic signature ([5], [31]).

24. Gemandgnaturelaw (Draft for EU-directive- compliant amendment)

The current draft for the amendment of the signature law ([18]) defines ordinary and qualified certificates
asonly available to natura persons. As aqudified signature has to be based on a qudified certificate, legd
persons can only create Smple sgnatures, which possess no specid legd quality.

25, USA

In the USA currently no nation-wide law on signaturesisin place, but most states have adopted independ-
ent laws ([19]; important, as more requirements for written contracts exist [32]). These generdly adhere

to four different approaches ([13]), which are discussed in short based on representative laws.

25.1. Presriptive gpproach: Utah

Certificate authorities have to acquire a license from the stater The individuas shdl fully trust them, as
they are evauated before starting their operation. If the certification authority violates any of the lega
requirements, it is liable to al those (users of the certificate and third persons), who trusted their certifi-
cates ([21]). This gpproach uses alot of definitions and is restricted to a public key infrastructure. There



are six lega presumptions for digital signatures ([35] 46-3-406), if the Sgnature is verified through avaid

certificate of alicensed certificate authority and there was no reason for suspicions by the recipient:

The certificate wasissued by the licensed certificate authority named in the certificate
The statements in the certificate are correct

Thedigital Sgnature used isfrom the owner of the certificate

The signatory had the will to sign the e ectronic document

R & & & &

The recipient of the sgnature has no knowledge that the signatory had violated his obligations or is
not the rightful owner of the private key
& Thedigita Sgnature was created before it was time stamped by a disinterested third party

According to the definition of the Utah signature law, legal persons can use signatures, as “person” isde-
fined as “human being or any organization capable of Sgning a document, either legally or as a matter of
fact.” ([35] 46-3-103, 21). Also there are specia consderations if an agent of a legd person requests a
certificate ([35] 46-3-304, 2): If the authority for signing is limited, adequate safeguards have to exist to
prevent adigital signature exceeding the bounds of the person's authority.

25.2. Criteria-basad gpproach: Cdifornia

In this gpproach, eectronic sgnatures are put in the same category as sgnatures by hand, if they fulfill
certain criteria ([27]). There are no specific technica requirements for eectronic signatures ([9] 16. 5. d:
defined as an dectronic identifier intended to have the same effect as a manua sgnature), but there are
aso no specia legd consegquences or presumptions tied to them. Necessary elements for electronic signa
tures to be acceptable instead of manud are:

Unique association to aperson
Verifiability

&
&

& Theperson using it can hold it in its sole control

& Changesin the datainvdidate the dectronic signature
&

It conforms to the regulations of the secretary of state

The lagt point is the difficult one in this approach, as these regulations opened the door to a movement to
the first approach: In the regulation ([10]) alot of definitions are made and specid requirements are .
E. g. public entities (to whom the Cadifornian law is restricted!) may only accept certificates from “Ap-



proved Certificate Authorities’, which is smilar to licensng. The advantage is, that not only public key
cryptography isincluded, but also signature dynamics— thisis not possible under the Utah law.

According to the regulations by the secretary of state, a person is defined as “a human being or any or-
ganization capable of signing a document, either legaly or as a matter of fact” ([10] 22000 a 3). Lega

persons can possess certificates and creste dectronic signatures with the same effect as manual ones.

25.3. Sgnaure-enabling gpproach: Horida

Electronic signatures ([14] 282.72 4; "any letters, characters, or symbols, manifested by dectronic or
smilar means, executed or adopted by a party with an intent to authenticate a writing”) have the same
effect as manua ones without any specid requirements ([27]). Because of this, there are dso no presump-
tions connected with them. They can be used and may not be discriminated because of their nature.

As no definition is given and the law uses dternatively “party”, “subscriber” and “person”, it seems rea-

sonable to assume that legd persons can possess certificates and use digital sSignatures.

25.4. Hybrid goproach: lllinois

This gpproach includes eements of the three other: There are a number of definitions, it is technology-
neutral (important for future developments; [4]) and dectronic sgnatures are handled the same way as
manua ones. The Illinois Electronic Commerce Security Act ([22]) differentiates between smple and se-
cure eectronic records (content verification; handled the same as writings on paper) and Smple and secure
sgnatures (signer authentication; with digital sgnatures as an example), which determines the presump-
tions gpplicable ([30]). Smilar to the EU directive, certain documents cannot be signed eectronicaly, as
gpecid circumstances of the signature are required or desirable (wills, trusts, living wills or hedthcare
powers of attorney), or aunique writing is necessary (e. g. bearer certificates).

A cetificate is partly defined as “names or otherwise identifies its subscriber or a device or dectronic
agent under the control of the subscriber”. In contrast to the other approaches, in this case not only natural
and legdl persons can acquire a certificate, but aso items (e. g. mobile phones) and eectronic agents (e. g.
software agents with a personal identity). For the scope of the law a person is defined as “an individud,
corporation, business trugt, [....], government, [...] or any other legad or commercia entity.” Because of
this, the Illinois law has the largest gpplicability, as practicaly everyone and everything can possess a cer-
tificate and sign writings.



3. Current implementation of signaturesfor legal personsin Europe

Currently, in Europe lega persons cannot produce e ectronic signatures by themsalves. However, the need
for an equivalent exigts. To supplement this lack, Sgnatures of natura persons are used, in whose certifi-
cate their authorization to sign for a certain lega person is encoded and the rules for representation are
goplied. In generd, both redtrictions (Iess permissions than with an ordinary certificate) and authorizations
(more or specia permissions) can be contained as additiond attributes in a certificate. In connection with
sgning for legd persons, thisis judtified with the fact, that they cannot act for themselves and on paper
aso aways a natura person has to sign, representing the company or other entity. On paper, it is redly
impossible for alegd person to produce anything like a signature (using machines does not redly help in
this case, as each signature hasto be invoked by hand), so there was no dternative to this. But with digital
sgnatures, this has changed: It is possible for lega persons to produce a unique signature and aso do this
automaticaly. Although it will be in the end adways a naturad person, who programmed and darted a
software program, which then made decisons and findly created a Sgnature, there is a high degree of
autonomy. A connection to a natural person is more remote than to the legd person itsef (e. g. automati-
caly obtaining atimestamp and returning it as an acknowledgement of receipt).

With respect to an incluson in a base certificate (or the possibility of removing it to an attribute certifi-
cate), it is necessary to distinguish between authorizations and restrictions.

3.1. Authorizations

Including authorizations directly in the certificate of anatura person has some advantages:

? Sgning is smple as only one item (the certificate) is needed: No attribute certificates have to be s=
lected and embedded.

? Obtaining the certificate is rather easy as dl authorizations can be gathered, given to the certificate
authority and asingle certificate is created.

? From the sSgnature it is easy (and aways possible) to distinguish, which natural person is responsible
for it, even for persons without information about the internal organization of the legd person. Thisis
important for ascertaining, whether the signature for the legad person is vaid or not (but with a signa-
ture directly of the legal person thiswould not be necessary).

However, severa problems arise from the integration of authorizationsin anatura person’s certificate:



? It cannot be distinguished from the signature if thisis a private Sgnature or a representation for a lega
person. The signed document itself has to be inspected to ascertain this. Thisisin contrast to Sgnatures
on paper: Usudly immediately above or below the actua signature the role of the signer can be found.
Also physicdly different signatures are used, e. g. “ppd’ (per procura) as an addition, but part of the

sgnature.

? Some persons might possess the authority to sgn for multiple other persons (especialy companies).
This would lead to very long certificates and problems differentiating on behdf of which of these a
certain document was signed. As long as the document is not created with a standardized structure,
automated checking is not possible. The aternative, to use separate certificates for each authority,
leads to the problem of managing alarge number of certificates and their private keys.

? If asingle authority within acombined certificate changes, the whole certificate has to be revoked and a
new one procured. This has specid problems for the signatures of third (unrelated to the change)
authorities: Nothing has changed concerning them, but a different certificate is used from now on. Also

the number of certificates to manage incresses.

? Managing certificates with included authorization requires a certification authority for every single
change and results in new and different certificates with the problem of distributing them (and espe-
cidly ther private keys): Cresting certificate requests, archiving/destroying old private keys, etc.

? Itisdifficult to identify al persons authorized to sign for alegd person: The information is distributed
across a number of certificates. Also there is no possibility to represent the company as such: It will d-
ways be only an attachment to a number of persona certificates without a unique representation as an
individua entity. It isaso probable that across alarger number of certificates the name of the company
might be dightly different through e. g. misspdllings or other forms of presentation, leading to further

complications.

3.2. Redrictions

In contrast to authorizations or neutra attributes, restrictions have to be integrated in the base-certificate.
Otherwise it would be possible to circumvent these restrictions by smple removing the attribute certificate

or omitting it when signing.

Because of this distinction a problem arises. Are there attributes, which are authorization and restriction at
the same time? They would pose specid difficulties, as they may not be removed from the certificate (re-



griction), but should be (authorization). An (theoretical) example for such arestriction could be a specid
guarantee of the certification authority: For this certificate a maximum transaction level of
e. g. 5.000 Euro is set. Thisamount is guaranteed by the CA, even if it is not responsible (deficiency guar-
antee; authorization), but on the contrary, no claims above this sum may be made (restriction).

A way to encode regtrictions in separate certificates would be to include a unique reference to them in the
base certificate. Including only the type of redtriction would also suffice: Wrong attribute certificates
would not refer back correctly. Checking signatures with such certificates should fall, if areference to a
missing redtriction is found or it does not point back correctly. An advantage of separating the restriction
is that it could be revoked independently from the certificate (e. g. declaration of mgority). This would
complicate the environment, as the revocation entry would (in addition to the revoked certificate) have to
include the replaced regtriction (1D of new attribute certificate) or if it was removed completely.

4. Attributecertificates

An attribute certificate is a separate sructure, referring to a base certificate and containing additiona a-
tributes like clearances or authorizations. It can be used to implement signatures by lega persons through
encoding the authority of natura personsto sign for them in the attribute certificate instead of in the base
certificate. A signature may contain any number of attribute certificates (or references to them) without
repetition ([7] 6.1.5). Whether an attribute certificate can be used with different base certificates or not
depends on the type: It may refer directly to a certain certificate (only one possible) or to a distinguished
name. This name may be used in multiple certificates and so the attribute certificate could be used with dl
of them ([37]; forbidden in [6] 3.3). Attribute certificates can be issued and revoked independently from
their base certificate and aso by a different authority (“attribute authority”; [12] 5.3.4).

41. Content of attribute certificates

Attribute certificates contain the following data, but no public key and not necessarily the name or pseu-
donym of the person (according to the X.509 standard [37]; some restrictionsexist in [6]):

1) Verson: Verson number of the attribute certificate (currently v1 or v2).

2) Holder: Thisis either a reference to the base certificate using the issuer and the serid number of the
certificate (and a number uniquely identifying the issuer if needed; see 8) or the distinguished name of



3)
4)

5

6)

7)

8)

9)

the subject. In the latter case it must be identica to the name in the base certificate, €se autometic
verification isimpossible. Care has to be taken as this might not be unique (two persons might possess
the same name). In attribute certificates of verson 2, an object digest may be placed here to directly
authenticate a holder (e. g. ahash value for Java-Applets or ActiveX-Controls).

Issuer: To identify the certificate (or attribute) authority, which issued this attribute certificate.
Signature: The signature of the certificate authority.

Serid number: A number uniqudy identifying the atribute certificate with respect to the certification
authority. It is not clear whether this must be unique within the attribute certificates only or within all
certificates, which would be more sensible.

Certificate validity period: The period during which the attribute certificate is valid. It is unrelated to
the validity period of the base certificate (but see below 4.3.3).

Attributes. The actua attributes associated with the subject. Any number of attributes can be included
in an dtribute certificate. Custom attributes are so possible but caution is needed, as misinterpreta:
tions can occur, if custom attributes of other authorities are included (only standard attributes have
defined and reserved unique object identifiers).

Issuer unique ID: Thisfied could be used if the issuer is not uniquely identified by the field “Issuer”,
containing e. g. a seria number of dl certificate authorities with the same name. It should not be nec-

essary to usethisfidd, asidentical names of certification authorities result in numerous problems.

Extensons. The same as extensions for certificates, but currently none are defined.

42 Sandard attributes

A number of standard attributes, which will be often needed, are defined in [6] (for base certificates addi-

tional attributes are defined, e. g. serial number of the chip card containing the certificate and private key).

The most important in this context is*“Procuration”. As an example for aredriction “ Monetary Limit” will

aso be looked at, while “ Declaration of Mgority”, “ Admisson” and “ Date of Certificate Generation” will
not be discussed here.



421. Procurdion

This atribute is used to represent the authorization to act for another person (or any number of them),
specificdly for legd persons. Optiond the country and type of subgtitution can be included to specify the
type and which law is to be used for interpreting it. The represented person can be ether identified by a
name (this can be any name and need not be a distinguished name, so automatic checking might not be
possible) or by areferenceto a certificate.

4.2.2. Monday Limit

With this attribute a limit for the liability of the certification authority can be redlized. In addition it can be
used for other redtrictions, e. g. parents limiting the value of each transaction with this certificate. It can be
used for al types of certificates (certification authority certificates, certificates for time-stamping and user
certificates). The limit is represented through amount, exponent and a currency (Limit: amount* 1057

currency units).

43. Legd agpectsof attribute certificates

Attribute certificates differ in one important point from genera certificates. They do not contain the public
key of a person. It is therefore necessary to identify what legal consegquences arise from this. Especidly
important is, whether including e. g. an authorization in it and using it for asignature brings about the legd
consequences (like presumptions) aso for the authorization or if they only gpply to the datain the base
certificate.

431. EU directive

Attribute certificates are never mentioned in the directive. A certificate requires an assgnment of a person
to signature-verification data and confirming the identity of the person. An attribute certificate does not
fulfill this, as the base certificate aready creates the link between the person and the public key. Even
when the base certificate is uniquely defined (using the issuer and the serid number instead of the name of
the subject), only the link between the attributes and the public key is created, while the identity is only
repested. Qudified certificates build up on normd certificates, so attribute certificate can aso never fulfill
their requirements. Regardless, together with a base certificate identifying the person (need not be a qudi-
fied certificate) they may be used for signatures and even advanced e ectronic sSgnatures.



Because of the ladt, they may not be denied legd effectiveness and must be admissible as evidencein legd
proceedings. They can, however, not fulfill the requirement of a handwritten signature, which only the
base certificate does. When signing for another person it has to be interpreted as an ordinary (persond)
sgnature with evidence pointing to the fact that it was created for another person. If only an authorization

for one person is contained in the attribute certificate, the represented person is aso uniquely identified.

4.3.2. Audria

With respect to attribute certificates the Austrian signature law is the same as the EU directive. Attribute
certificates are never mentioned and are not certificates in the meaning of the law as there is no link be-

tween an identity and apublic key.

Signatures including attribute certificates have therefore legd effectiveness and are admissible for legd
proceedings. Y et usng them with a base certificate does not create the (full) equivaent of a manua sg-
nature. If the base certificate is a qualified one, it is treated as a persond sgnature with additional data

concerning an authorization and normal rules for representation apply.

It isimportant to note that the Austrian law differs with respect to attributes in a quaified certificate from
the directive. Other attributes can only be included if they are of legd sgnificance ([2] 85 Abs 1Z 4)
athough the directive only mentions “a specific attribute of the signatory [...] if relevant, depending on
the purpose for which the certificate is intended”. Not every relevant purpose has to be legdly significant
(e. g. just convenient or for private uses), o there is a difference, which could be filled by attribute certifi-

cates. As no requirement is set for eectronic signatures, any data can be included in them.

4.33. Geamany (Old and draft for new law)

In the old (and dso in the draft for the new) signature law attribute certificates are explicitly included. In
contrast to the definition according to X.509 (see above), a redriction has been included: The attribute
certificate must have a reference to a unique base certificate. According to this, the use of the namein the
field “ Subject” of the attribute certificate is forbidden ([6] chapter 3.3); it hasto be the issuer and the serid
number of the base certificate. Because of this reference, its vaidity aways ends with the end of the vaid-
ity of the base certificate (either revocation or lgpse of time). All types of attributes can be contained in
attribute certificates, both authorizations and regtrictions. If restrictions are included in an attribute certifi-
cate and not the base certificate, an additiond attribute must be included in the base certificate ([6]



2.3.9.15.2; “ligbilityLimitationHag”). However, it is only marked as non-critica and does not specify the
type of restriction (or retrictions), only that at least one exists.

In Germany only the genera set-up of digital Signatures are regulated (certificates, certification authorities,
licensing of them, ...), but not the consequences of digital signatures ([5]). A digital Sgnature is therefore
only then equivaent to amanua signature, if al functions of it are met (conclusion, warning, identification
and genuineness) Thisis accepted for signatures according to the signature law ([28]). As atribute certifi-
cates are explicitly included, adding authorization through it hasfull lega consegquences (representation for
alegd person). No difference exists between authorizations in the base certificate and in a combination of
abase and the matching attribute certificate.

434. USA

Thelegd aspects are discussed based on the same four examples for sgnature laws as above.

? Utah: Attribute certificates are no certificates, but they are explicitly provided for (“ may, [...], contain
or incorporate by reference additiona information as determined by the licensed certification author-
ity”; [36] R154-10-301 3). Presumptions are tied to certificates, so they do not apply to the content of
the atribute certificate. E. g. the presumption that the subscriber (=subject of the certificate) created
the signature with the intention to authenticate the data applies to the person in the base certificate, but
not to thelega person mentioned in the attribute certificate, for which heis authorized to sgn.

? Cdifornia An attribute certificate is no certificate according to the regulations, as it does not contain a
public key. However, a base certificate may contain referencesto one ([10] 22003 a1 D). It isrequired
that a certificate “conforms to widdy-used industry standards, including, but not limited to 1SO x.509
and PGP certificate standards’, which define attribute certificates ([37]). As digital signatures include
attribute certificates (see definition above), they are recognized by law and have full effect, though no

presumptions exist at dl.

? Horida An attribute certificate is no certificate, asit does not contain a public key. However, it can be
contained in adigita sgnature and has then the same force and effect as a written signature. No pre-
sumptions are included for any type of signature or certificates, so there is no difference and they may
be used without any discrimination. It isirrelevant whether the information is contained in the base cer-
tificate or an associated attribute certificate.



? lllinois A certificate has to contain a public key, so an attribute certificate does not match this defini-
tion. Asthe definition is not closed, references to attribute certificate can be added to them. Thisis e
cifically provided for when digital signatures are found to fulfill the requirements for secure dectronic
sgnatures (“the digitd signature [...], was used within the scope of any other restrictions specified or
incorporated by reference in the certificate, if any”; [22] 15-105 1). Presumptions are tied to secure
electronic sgnatures, which may contain attribute certificates. Therefore any presumptions do apply to
the content of attribute certificates and base certificates dike.

5. Digital 9gnaturesfor legal person

In contrast to the USA, where lega persons can create digita signatures for themselves, this is not poss-
ble in Europe, where dways representation needs to be used. Because of this, the authorization to act for
another person must be included in a Sgnature. This authorization can be ether done by including it di-
rectly in the certificate of the authorized person or in an attribute certificate,

51. Combined sgnaturesfor legal persons

To dlow separation of the two distinct entities, a combined signature can be used. The signature for legal
persons is then modeled as three separate object: The lega person, the natural person and the connection
between them (authorization). The former two are conventiona certificates, the latter an attribute certifi-
cate. A sgnature for alega person consst of a combination of a signature of the company itsdlf, the Sg-
nature of the person acting on behaf of the legd person and the attribute certificate. The attribute certifi-
cate provides the association of the former two, confirming the authorization of this particular natural
person to sign for a certain legd person. The authority need not necessarily be stored in an attribute cer-
tificate but could aso be included in ether the certificate of the lega or the natural person. However, this
would require a 1:1 association of natura and legal persons or get very complicated. Additiondly, this
would prohibit redizing some of the advantages mentioned below. Both base certificates can be incorpo-
rated by reference as they can dways be found through the information in the signatures, but the attribute
certificate must be explicitly contained or specialy referenced as finding it through the two base certifi-
cates might be hard or impossible. (In [7] the attribute and base certificates themselves are only required to
be included if redtrictions are encoded in them or they are not publicly available, otherwise a reference is



aufficient.) As the two signatures are independent from the sequence, a paradlel Sgnature can be done
([12] 8.13; “independent signatures’).

5.2. Exampleof aggnaturefor alega person

A digitally sgned document where a natural person represents alegd person would look likethis:

Base certificate of Base certificate
natural person of legal person
Attribute certificate

N. N. Holder X-Y !nc.
~Public key Issuer Public key —

Issuer Ser.# Issuer

Ser.# Procuration for Ser.#

Scope of proc.
ignatur . . Signature
Signature Digital signature 9

\ Document \
Digitally signed document
Figure 1: Signaturefor alegal person

52. Advantages

Some of the advantages of separating the authorization from the base certificate and from the certificate of

thelega person are:

& Vighility: Itisclearly visbleif thisis a private Sgnature or a Sgnature on behaf of alegd person: The
latter needs signatures from both entities and an attribute certificate containing the authorization.

& Automatic verification of authorization: Checking the authorization of a certain person to sign for a
specific lega person can be done automatically through the attribute certificate and the links connect-
ing it with the two other certificatesif the certificates are identified through issuer and seria number.

& Easer management of authorizations: Authorizations are easer to cregte, revoke and manage, as, in
contrast to certificates, no private key is associated with attribute certificates. This avoids problems
with secure cregtion, storage and disposa. Also, this can be done by another authority instead of the
certificate authority issuing the certificates (see s next item).

& Sdf-issuing of attribute certificates: The requirements for attribute certificates are less than for full
certificates, so a company might issue them by itself for their own employees. A directory service is
not dways needed, as the attribute certificate should be included in the signature. Revocations can



aso be done, dthough here a directory service is required. However, if attribute certificates are issued
for short times (e. g. only for days or a month), the need for revocations might be very smal (for ex-
ample only, when an authorized employee leaves in the middle of a month). With short-term authori-

zations the unique binding to certificates instead of to names (which might be not unique) is possible.

& Multiple authorizations separated: Each authorization can be easily embodied in a single attribute cer-
tificate. It is not necessary to possess either numerous certificates (with the same or different key-
pairs) or asingle certificate with many authorizations in it. Through thisit is clear, on behaf of which
person the signature was crested (the single person from the attribute certificate), and if thisisthe case
(if an attribute certificate is contained, it is dways on behaf of somebody else).

& Lega person modeled as separate entity: Including the lega person as a separate certificate removes
problems with misspelled or dightly different (e. g. some parts of a distinguished name are missing,
like country or E-Mail address) names. Also attributes referring to the legal person itsalf can be used
without having to include them in every atribute certificate (especidly important as the certificates
might be issued from different authorities, which are responsible for different attributes and therefore
won’'t include those of other ones). This alows creating chains of representation: A person is author-
ized to act for alega person, which in turn represents another lega person (see Figure 2, right part).

Thiswould be very hard and cumbersome to implement with attribute certificates only.

& Multiple-signature-requirements possible: E. g. in the case of joint power of representation including a
sgnature by the company certificate provides additiona safeguards and eases verification (see
as05.5). The certificate of the legal person connects the two or more attribute certificates and allows

using unique references for identifying the person, which is acted for (name conflicts are impossible).

53. Problans

However, dso some problems exist:

& Complicated management of certificates. For each signature the appropriate attribute certificate needs
to be retrieved (from a probably long list) and two signatures have to be applied, requiring specid
software. If additiona regtrictions, statements or authorizations are needed, preparing a Sngle signa
ture is complicated because of the number of dements required (3 certificates and 2 private keys).
Also the absolute number of certificates increases (while the number of private keys stays the same).



& Didribution of private keys. All authorized persons must be able to sign with it and therefore the pri-
vate key must be available for multiple persons smultaneoudy. This can be a problem e. g. with chip-

cards, where private keys are created on the card and can never leaveit.

& Technical verification need not be equa to legd verification: If the certificates are incorporated by the
name of the subject only, instead of the issuer and the serid number, they can be legdly vadid, athough
atechnica verification might rgect them ([12]). This happens if ether the name is not absolutely iden-
tica or if the verification is restrictive and does not alow these references. However, including arefer-
ence to the certificate instead of the name reduces the possibilities for use: They can only be used in
combination with a certain certificate and they expire with it, athough they might be vadid for them-

sves.

& Revocation ligt at attribute authority: Using attribute certificates requires an additiona revocation list
which has to be checked. Asthis might be separate form the certificate authority, additiond difficulties
can aise as a connection to another server might fail upon verification. See also under advantages. A
company issuing attribute certificates needs to create its own revocation list, which can require an ex-

tensve infrastructure e. g. for securing the host.

54. Legal conssquences

The sgnature created with the certificate of the legd person is not a full legdly binding signature, espe-
cidly as dl authorized persons have to be able to Sgn with it and the private key can then no longer be
under the sole control of a single person. Also the certificate used for the signature is not an advanced one
as required by the EU directive and the Audtrian signature law. Even when multiple persons are actudly
needed for sgning (see below), the requirements are not fulfilled. Only in one case the signature could be
a replacement for a hand-written signature: A single person is authorized to sign for the lega person and
the certificate was issued for the natural person, mentioning the authorization directly in it (this caseis not
relevant here). In contrast to this, the signature(s) of the natura person are legdly binding for the per-
son(s) itself.

If they are accompanied by an attribute certificate including the authority to act for a certain lega person
and the signature of this legd person, the recipient cannot deny knowing that the sgnature was done on
behaf of someone ese or for another person. In this context two problems are of interest: Is this com-
bined signature a vaid representation and does it fulfill a (perhaps necessary) requirement for a written

sgnature?



Therequirements for full representation in Audtriaare the following ([24] 161ff):

1) Full authorization by the principa: Thisis only an interna problem of the principa and the authorized
person, if the recipient of the declaration of representation (= the attribute certificate) did not knew
about a redtriction. The attribute certificate is an outside representation ([1] 8 1017) and its content
has therefore to be interpreted objectively.

2) Disclosure of representation: The disclosure consst of two eements: Disclosure of the authorization
and disclosure, that the authorization is used. The first is done automaticaly by using the attribute cer-
tificate and the latter by including it and the certificate of the legd person in the sgnature.

3) At least limited contractua capacity: This should be no problem in this context, as otherwise no cer-
tificate may be issued.

Therefore this combination of certificates fulfills the requirements for full representation for the recipient
of adeclaration in all cases, except if the recipient knew or should have known that the authorization does
not exist or is of smaller scope. A contract is dways concluded with the represented person. The principa
has acted careless if the authorization does no longer exist: he should have revoked the atribute certifi-
cate, which is possible for both him and the authorized person ([1] 8 1028, see dso [24] 169: Appearance
representation, a declaration of knowledge isin this case protected the same as a declaration of intention;
[1] 8 1026). If it did never exist or is of smaller scope (the attribute certificate can only be issued with his
goprovd; [2] 8 8 Abs. 3), the Sgnatureisadso vdid.

It dso does fulfill the requirements for a hand-written signature. As representation is used (instead of di-
rectly sgning by the legd person; not possible according to the EU directive; see 2.1), only a Sgnature of
the natura person is required. The Sgnature of the natural person fulfills this and the additional sgnature
of thelega person and the incluson of the attribute certificate do not void it. The authorization itsalf need
not be in written form, except in certain cases. If the authorization has to fulfill the same form as the basic
transaction (if the form shal e. g. protect againgt rashness), there could be problems. High forms (notari-
zation, etc.) are excluded even from digita sgnatures of natura persons, so they pose no problem. If a
genera written statement is needed, the attribute certificate fulfills this requirement, as itsdlf is (legdly) a

written statement (it contains the secure eectronic signature of the certification authority).



55. Multipledgnatures

Using this scheme it is also possble to modd the necessity for multiple sgnatures (joint authorization,
e. g. when only two persons together are allowed to act for a company). If, for example, two authorized
persons are required, the signature conssts of the sgnatures and certificates of both naturd persons, the
sgnature and certificate of the legal person and two attribute certificates (see Figure 2, left part). In the
attribute certificates (mixed joint power of representation or, when generdly applicable and no different
classes of authorizations exig, in the certificate of the lega person), the requirement for an additiond sig-
nature is included, so automatic checking is possible (number of persons required and their type of

authorization).

Using specid methods for distributing the private key used for singing with the company certificate dlows
restricting the use to actua collaboration, as the whole private key can only be created from the (partia)
dataof a least severd persons. The simplest (but rather insecure) version would be e. g. to omit one third
of the bits of the key in the data for each of three persons. Only two persons together (but any combina

tion of them) could recreate the whole key and creste a signature.

Base certificate of Base certificate Base certificate
natural person of legal person of legal person
Attribute certificate Attribute certificate
N. N. Holder | XY Inc. Holder Z Ltd.
~Public key Issuer Public key — Issuer Public key —
Issuer Ser# Issuer Ser# Issuer
ProcurationW{Ser-# Procuration Ser.#

2" procuration

***************************** [ Stguatine | Stguature|

Base certificate of
natural person

A. A. tHolder
- Public key lIssuer ‘ Digital signature
Issuer ‘Ser.# !
Procuration—
| 2" procuration |
| required

‘ Document
Digitally signed document

Figure2: Multiple sgnaturesand chain authorization



6. Concdugons

The current status of signatures for legal persons was described for a number of countries: Audtria, Ger-
many, some exemplary states of the USA and the European Union. In the USA, legd persons can creste

sggnatures on their own, while in Europe representation is needed.

It was described how the authorization to act for another person (be it a naturd or a lega one) can be
included in certificates, ether in those of the person itsdf or in an atribute certificate. Because of ther

importance, the legal consequences of their use were aso looked into.

Finaly, a method for signing documents in representation of another person was described by the use of
multiple certificates and attribute certificates containing the authorization to connect them. Using a sepa
rate certificate for the lega person (athough legdly invalid), reduces problems and increases versdility, as
for example chain authorizations are much easier to create and the requirement for multiple signatures can
a'so be modeled.

Signatures for legal persons can be created and are legally valid and binding, but they are not very easy to
creste and manage. Because of this, extensve support by software is needed before they will be used
widely (and dso to avoid security risks through incorrect handling or bypassing through users because of
complicated handling [29]). Since the importance of E-Commerce is continually increasing, it is a neces-
gty to dso support eectronic (and digita) signatures. Only then companies have the same instruments to

e. g. conclude contracts in the eectronic world asin conventiona business,
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